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PCI DSSOEREIHEITOFHEE. EFRDIVELS

PCl DSS Requirements v3.0

Milestone

Applicable in AWS
Reference Architecture

Description of AWS Implementation

AWS Resource Type(s)

AWS CloudFormation
Template Name (Stack)

Additional AWS Guidance

Requirement 1: Install and maintain a
firewall configuration to protect

1.1 Establish and implement firewall and router
configuration standards that include the following:

1.1.1 Aformal process for approving and testing all
network connections and changes to the firewall and
router configurations

1.1.2 Current network diagram that identifies all
connections between the cardholder data
environment and other networks, including any
wireless networks

N/A

N/A

N/A

N/A

Architecture Diagram in the
Deployment Guide

N/A

N/A

Applies to operational
procedures/ practices

1.1.3 Current diagram that shows all cardholder data
flows across systems and networks.

Architecture Diagram in the
De ployment Guide

N/A

N/A

Applies to operational
procedures/ practices

1.1.4 Requirements for a firewall at each Internet
connection and between any demilitarized zone
(DMZ) and the Internal network zone

1.1.5 Description of groups, roles, and
responsibilities for management of network
components.

Segmented using Security Groups in
VPC, use of a VPC public subnet to
simulate a traditional DMZ network
zone

AWSEC2:SecurityG
roup

AWS ECG2 -NetworkA
cl

AWS ECG2 -NetworkA
clEntry

template—vpc—
manage me nt
template—vpc—production

N/ A

1.1.6 Documentation and business justification for
use of all services, protocols, and ports allowed,
including documentation for security features
implemented for those protocols considered to be
insecure.

Examples of insecure services, protocols, or ports
include but are not limited to FTP, Telnet, POP3,
IMAP, and SNMP v1 and v2

IAM configuration description and
template

All resources in
template

template—iam

NAA

1.1.7 Requirement to review firewall and router rule
sets atleast every six months.

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

https://aws.amazon.com/jp/quickstart/
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